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Abstract—This paper studies the network isolation attack a where a set of compromised nodes would result in the isolatio
devastating type of attacks on cyber-physical systems. Inhis  of a region from the rest of the network. The isolation attack
attack, an adversary compromises a set of nodes that enclose 4 pe viewed as a form of coordinated black-hole (or packet-
region in order to isolate the region from the rest of the netvork. d - ttacks. In the attack d .
Assuming that the compromised nodes wish not to be detectedge ropping) attacks. In the attac S’_’ an adversary Cqmprmse
propose a solution to defend against the network isolationttack. ~ S€t Of nodes that enclose a region. It can then disconnect the
Our goal is to achieve the following security guarantee: efter nodes in the region from those outside the region by dropping
a legitimate node can successfully deliver a message to ahet  all packets coming into, or going out of, the region. Here,
legitimate node, or the network control center can identify a the compromised nodes could behave more intelligently by

small set of suspect nodes, which are guaranteed to contain lectively d . ket . ith oth licg
a compromised node. Toward achieving this goal, we develop selectively dropping packets or mixing with other maliGou

two protocols: one is for secure delivery of messages amongactivities such as modifying and delaying packets. Furtiier
nodes and the other is for secure collection of messages fromthe adversary is powerful, the compromised nodes can @llud
nodes at the network control center. We show that our propos#  with each other to launch a stronger form of attacks, e.g.,
protocols are provably secure, i.e., attain the aforementined \yomngle attack. In general, it would be very difficult to
security guarantee. Further, our protocols achieve this garantee . L .
with overhead that is orders-of-magnitude smallethan existing protect the ne_twork aga'_nSt this kind Qf massive attac_kS:eC)n
baseline protocols. Our proposed protocols are thus scaléfor ~Such an isolation attack is launched, it can cause seriaus da
large networks. age to the system, which can lead to a critical system failure
when the isolated region is large. Moreover, an adversany ca
incur serious damage to network with a (relatively) sma#itco
With the growth of networked computing technologies,e., by targeting a small number of topologically-critinades
the capabilities of computation and communication are deifii.e., hub nodes) to launch the isolation att8ck.
deeply embedded in physical systems. Such a tight integrati Defending networks against malicious activities has been
of physical systems and advanced computing technologiessiadied extensively in the literature. Nevertheless, tistiag
leading to a new generation of engineered systems, callgdrks have paid little attention to the isolation attack;hags
Cyber-Physical System@PS). A CPS harnesses the newecause it is an “extreme” form of attack, in the sense that
capabilities of computation and communication to contrance it is launched, there are few ways to protect the network
and manage the physical systems, thereby providing higldgainst compromised nodes. In fact, one can argue thatithere
dependable, efficient and performance-enhanced systd?®s. @o solution that can ensure communication among (legiginat
can potentially benefit various applications and areasudic nodes under the isolation attack. This is because multi-hop
ing electric grid, health care, transportation and miitar communications among nodes must go through other possibly
Although CPS can benefit greatly from the use of contcompromised nodes, and these nodes can arbitrarily deny the
munication and networking technologies, they also becorservice and not follow any protocol. Indeed, once an advgrsa
increasingly dependent upon the communication network foompletely encloses an isolated region, no communication
the operation of the physical system. CPS thus give rise wuld be possible between a node within the isolated region
additional security vulnerabilities. Moreover, in manyses, and a node outside the isolated region.
CPS serve as the critical infrastructures to the publichsags  In view of the severe damage caused by potential isolation
electricity, water, oil and gas. This makes the communicati attacks, we would have liked to develop a protocol to achieve
networks for CPS a major target for adversaries (e.g., terr¢he following ideal guarantee: no matter what forms of iso-
ists) who intend to cause severe damage to a large population _ _
One type of attacks that can cause a devastating dam%m general, half the nodes in the network could be discoraefriom the

- ‘ . ) . : Er half byO(v/n) number of compromised nodes, wheteis the total
to CPS isnetwork isolation attaclor simply isolation attack number of nodes in the network.

I. INTRODUCTION



lation attacks are launched, our protocol can always ensumader general network settir%s

communication between legitimate nodes. Unfortunatéig, t The rest of the paper is organized as follows. Secfidon Il
guarantee is impossible to achieve as aforementioned. ke matroduces the network and the attack model. Seclioh I
progress, we need to impose some additional restrictions describes a formal definition of our design objective and the
the adversary. Indeed, such restrictions should be as mibearch challenge in this paper. Sectibnk IV ahd V present
as possible so that it is applicable to cover a large numltbe two basic protocols that we develop—LSDP and LSCP—
of scenarios. In this paper, we impose such a restriction afid prove their security guarantees. Secfich VI analyzes th
a “perfect crime” on the adversary, i.e., the compromisexierhead of the proposed protocols. Section] VII presents
nodes wish not to be detected by the defensive measupesformance evaluation of the proposed protocols. Se&tibh

of the network. This scenario is of great interest becaudescusses prior works related to this paper. Finally, 8afX]
once detected, the compromised nodes can be removedgiwes conclusions and discusses future works.

technicians (or soldiers in battle-fields) dispatched bg th

central authority (or the command center). Hence, assuming [I. NETWORK AND ATTACK MODEL

it is not always an easy task to compromise_ a Iegitimq}g Network Model

node (e.g., through the use of reasonable security mechanis . .

such as anti-tamper hardware), the adversary would hawe lik Ve consider a stationary network, where nodes do not move
not to be detected when engaging in malicious actions. ngd are connected via wwe!ess or ywred links. A set of nodes
implies that, assuming the perfect-crime restriction om tHn the network, calleccollecting station{CSs), are deployed
adversary, if we can always identify a subset of compromis&collect emergency messages or reports from nodes. \ée stat

nodes whenever they behave adversarially, we can then fofcfW assumptions on the security capabilities of nodes and
them to follow the correct behavior. the setting that we are interested in. Nodes are legitimate

when they are deployed, but they may be compromised as
time goes by (as commonly assumed in the literature). For
Under this perfect-crime assumption, our objective in thisxample, nodes can be compromised during software update,
paper is to build a system that can ensure communicatigiiscan be physically tampered if they are deployed in insecur
between |eg|t|mate nodes when there are no malicious acqiMCationS (e_g_, mesh routers depioyed on rooftops or tstree
ities; however, if the adversary ever misbehaves and ‘ﬂ'9|aiights). CSs are trustworthy, i.e., are protected fromchtia
the protocol, the system would identify a small set of suspegy an adversary. There exists a Certification Authority (CA)
nodes that must contain at least one compromised node. Of{& administrates a public-key infrastructure. Everyanttus
we build such a system, the adversary must either follow thiows the public key of every other node. Further, the peivat
network protocol, or expose one of its compromised nodggy of a legitimate (i.e., uncompromised) node is only known
to the system administrator, who can then remove it. Wg jtself. Each pair of neighboring nodes has a shared secret
emphasize that even this weaker notion of security guaeani@y (established during their neighbor discovery phase)sT
could be difficult to attain. As Compromised nodes can C(dlquo neighboring nodes are Capabie of generating message

to launch stronger attacks, one may not be able to identéy tuthentication codes (MACs) to authenticate and provide in
culprit, especially under the setting when a majority of @d tegrity on messages between them.
in a local neighborhood are malicious [1].

B. Considered Attack

Further, a primary goal here is to not only build such a sys- We consider the Byzantine adversary model, i.e., compro-
tem that accomplishes the above security objective under thised nodes can perform arbitrary malicious activitieghsu
isolation attack, but also minimize the complexity of thes-sy as (selectively) dropping, modifying and delaying packatsl
tem so that the system is scalable for large networks. Towaden wormhole attacks. Under this adversarial model, wesfoc
achieving this goal, we develop the following two protocolon an attack launched by a set of compromised nodes to isolate
Low-complexity Secure Delivery ProtoclSDP) andLow- a region from the rest of the network. We refer to this attack
complexity Secure Collection ProtoglSCP). LSDP allows a as thenetwork isolation attacor simply, isolation attack.
legitimate source tsecurely delive message to a legitimateFigure[1 illustrates two forms of isolation attack in wirgde
destination, while LSCP allows a legitimate sourcesésurely networks. The first form (in Fid.]1(a)), callethg isolation
collect (and deliver) messages from intermediate nodes ora#iack is launched by enclosing a region by a strip filled with
path (to a legitimate destination). Here, by “secure dejive compromised nodes. The second form (in Elg. 1(b)), cdied
and “secure collection”, we mean that they can achieve the
aforementioned security guarantee. We show that the oadrhe 20ur prior work [2] has previously provided a similar secyrguarantee

. . to that of this paper. However, the workl [2] focuses on a ckifé problem:
of the two pI‘OtOCO|S |3)rders-of-magn|tude smallghan that timely and secure delivery of event reports to a base statiovireless sensor
of a straightforward approach—which extends the undeglyimetworks. On the other hand, this paper targets more gemgpication
schemes in existing works in a straightforward manier. settings, i.e., any-to-any communication,_and focuseseduqing the overhead
the best of our knowledge, this paper is the first attempt frgetlng for large networks. Besides, this paper has a difigrent solution

) s . ) 9proach from[[2]: This paper presents-demandprotocols whereas [2]
provide such security guarantees under the isolation &ftagresents proactiveprotocol. (Refer to Sectidi Vil for detailed discussion.)
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Definition 2 (Design objective)The design objective is to
ensuresecure deliveryof messages between two legitimate
nodes, and also to let CSs be informed of the suspect nodes
isolation, is launched more efficiently than the ring isolationdentified whenever messages are not correctly delivered, n
by exploiting the network boundary. matter what forms of isolation attacks are launched.

In wireless networks, an adversary can also isolate a region
by launching a coordinated jamming attack. However, f@. Challenge
the ease of exposition, we assume that the physical layer ) )
uses jamming-resilient schemes, such as spread-speetchm t One could develop a solution to accomplish the above

nigues (as in the 802.11), to defend against jamming attacQ?Sign objective by_extendin_g _the Secure acknowledg_ement
schemes presented in the existing woftKs [3], [4]. Specifical

I11. DESIGN OBJECTIVE AND RESEARCHCHALLENGE in this solution, the source requires a confirmation from
. . , ' . o the destination through a known path. This confirmation is
In this section, we first define our design objective and thed1 . .
. . : elivered to the source in a form of secure acknowledgement,
discuss the main research challenges that this paper addres . . . . : .
which requires signatures from all intermediate nodes in
A. Design Objective addition to the destination. The signatures of the inteiated
nodes are created in an “onion” manner (see Elg. 2). That
is, each intermediate node signs on the entire message of the
Definition 1: A message is said to beorrectly delivered destination’s confirmation and all signatures accumulaizd
if the message is delivered to the destination within a tinfar. When an intermediate node does not receive a secure
bound and without being modified. Also, a message is saidaoknowledgement within a bounded time, the node gives
besecurely deliveretb the destination if either the message igp waiting and generates its own acknowledgement. This
correctly delivered, or the source can narrow down to a set@afknowledgement is delivered to the source in the form of the
at most twosuspectnodes, where at least one of the suspesecure acknowledgement. Due to the onion-manner sigsature
nodes must be a compromised node. the source can detect any deletion or modification of any

Here, the compromised node would be either the culprit no grt of the_ secure acknowledgement, and also localize a
aulty/malicious node.

that disrupted the message delivery, or another comprdniseH h iraiahtt d extensi fth isti
node that colluded with the culprit node. We call the set of Owever, such a straightiorward extension of the existing

suspect nodes thsuspect setlf the suspect set contains aworks to attain the secure delivery (i.e., the first part af th

single node, then the node must be compromised. On 1% sign objecti\_/e) Wogld be too cos_tly due to the e>_<cessiee us
other hand, when the suspect set contains two nodes, on he expensive onion-manner 3|gnature_s, and it would not
them may be legitimate. In this case, the two suspect no esscalable for large networks. Further, this type of prokec

usually have a disagreement, implicitly accusing eachrot ay sl hayg diﬁigul_ty provi<_jing the secure guarantee in
of lying. One may wish to identify who is the compromise ef.[d. Specifically, it is conceivable that such protocokym

node from the suspect set by employing a more COmplg;gsure that, when the message delivery is unsuccessful, the

agreement scheme. However, this is provably impossiblemn&ource_ _nodecan find a suspect set. However, this detection
certain circumstances, e.g., when a majority of nodes ical lo capability may be guaranteed only at the source node. Hence,
neighborhood are mal,iciou's [1] if the source nodes are within an isolated region including

In addition, we will regard the inability to communicate'© CS, they will have no way to deliver the detected suspect

between two nearby legitimate nodes caused by a natural n%&%s tto da CS. At trl\{[|al rer::jegy tso th?)t CI‘?S an 903.6(.:'[ thle
(or link) failures (despite multiple retransmissions)calas etected suspect sets would be to probe all nodes indivjdua

a malicious activity. This is reasonable because it is Oftéﬂrndetecnon rehs ults.ll(-;(i)wever, i noade|i|gned ial_reflf:llgch al
impossible to distinguish with absolute certainty betwe filve approach would be very Costly. Hence, it 1S Still eac
faulty nodes (due to natural causes) and malicious nodes, T ow CSs (thus the system administrator) can efficientiyectl|

unless stated otherwise, a suspect set must contain eitheqea{eaed suspect sets from nodes. _ o
In summary, there remain two major challenges in finding

least one compromised node or at least one faulty node. . , . ; o
The design objective is defined as follows a low-complexitysolution that attains the design objective
' (Def.[2):

Fig. 1. Isolation attacks.

We first define some terminologies.



Algorithm 1 Procedure for the sourcg Algorithm 2 Procedure for intermediate nod@g for i €
1: Sends an MSG taV; {1,...,n — 1} and destinatiorD = N,,
2: Sets a timer that will go off after time,, and waits for  1: // Denote a suspect node by SN aNgd = S
an ACK/NACK from N 2: Waits for an MSG fromN;_,

3: if receives an ACK/NACK withint then 3: if receives an MSGhen
4. Verifies the followings: 4. Verifies the followings:

i) MAC for the ACK/NACK (generated byV;) i) MAC for the MSG (generated byV;_1)

i) D’'s signature (in the ACK) or the accuser’s signature i) S’s signature in the MSG

(in the NACK) if finds an incorrect MAC/signaturien

a

5. if finds an incorrect MAC/signaturiaen 6: Generates a NACK with SN= N;_1, then sends the
6: Terminates and concludes thdt is compromised NACK to N;_1 // terminates
7. else 7. else
8: if it is an ACK then 8: if V; is not the destinatiothen
9 Terminates and concludes that the delivery was: Replaces theV;_;'s MAC by N;'s MAC, then
successful sends the MSG withiV;’s MAC to N,
10: else 10: Sets a timer that will go off after timg, then waits
11: Let Ny and N, be the suspect node and the for an ACK/NACK from N, 4
accuser, respectively, reported in the NACK 11: if receives an ACK/NACK withir¢; then
Terminates and concludes thaf, and N, are 12 Verifies the followings:
suspect i) MAC for ACK/NACK (generated byN; ;)
12: end if i) D’s signature (in the ACK) or the accuser’s
13: end if signature (in the NACK)
14: else _ _ 13: if finds an incorrect MAC/signaturien
15: Te_rmlnates and concludes th&t is compromised 14: Generates a NACK with SN= N, 1, then
16: end if sends the NACK taV;_; // terminates
15: else
16: Replaces theN;,1's MAC by N;'s MAC,
1) How can we design &ow-complexityprotocol that can then sends the ACK/NACK withV,’s MAC
guarantee the secure delivery of messages between two to N,_; // terminates
legitimate nodes? 17: end if
2) How can CSs collect the detected suspect setsdosé g else
effectivemanner? 10: Generates a NACK with S&: N, 1, then sends
In the following two sections, we develop two protocols)eal the NACK to N,_; // terminates
LSDP and LSCP, to address these two challenges respectively end if
LSDP is used by nodes for secure delivery of messages amanig else
them, and LSCP is employed by CSs to securely colleeg: Generates an ACK, then sends the ACKNg //
detected suspect sets from nodes so that they can be removed terminates

or reprogramed. LSDP and LSCP can reduce the overhezl end if
by an order of magnitude and half an order of magnitudes: end if
respectively, compared to the straightforward approaele (s25: end if
Section V).

IV. L OW-COMPLEXITY SECUREDELIVERY PROTOCOL  gjgnificantly, i.e., by an order-of-magnitude smaller ttthe

In this section, we present thew-complexity Secure Deliv- Straightforward approach (see Section VI).
ery Protocol termed LSDP. It ensures that a legitimate source The basic procedure of LSDP is described in Alj. 1 for
S securely delivers a message to a legitimate destinatilg source node and Algl 2 for the intermediate nodes and
D through a given path. The basic idea of LSDP is to |dhe destination. In the procedure, we assume that the path
each node take the responsibility of securely delivering ti§onsists of nodes, Ny, ..., N,_1, D. There are three types
source’s message from itself to the destination. To actiise Of messages exchanged among nodes, which contain the
each node makes use of a time-bounded secure acknowledgéawing information:
ment (ACK) and a negative-acknowledgement (NACK). The « MSG: 1) S’s message; 2¥'s signature signed on th&'s
key difference from the straightforward approach describe  message with th&’s private key
in Section[II-B is that LSDP requireat most oneMAC « ACK: 1) D’s confirmation; 2)D’s signature signed on
in any packet, except the source’s signature signed on the the D’s confirmation with theD’s private key
message (see Figl 3). As a result, LSDP reduces the overhead NACK: 1) a suspect node; 2) the accuser’s ID (i.e., the



[[——t—— " Protected by MAC, Thus, for both of the possibilities in this Case@will either

: m !’”AC" correctly deliver the MSG or obtain a correct suspect set.
-=- Case 3: Receives NACKIn this case, there are two pos-

Fig. 3. The format of any packet sent at an intermediate mvgén LsDP.  Sibilities: i) the NACK contains an incorrect MAC/signagyr

It containsonly oneMAC (except the source’s signature on the messille i) both the MAC and the signature are correct. In the first

case (liné b in Alg[l1) N, must be compromised for the same

ID of the node that accuses the suspect node): 3) tfRason as in the case when the ACK contains an incorrect

accusers signature signed on the concatenation of tfé\C/signature (in the Case 2). In the second case {lije 11 in
suspect node and the accuser's ID with the accusefid- ), we will show that{N, N, } forms a correct suspect
private key. set. If the accusetV, is compromised, then by definition,

) . N, N,} forms a correct suspect set. Hence, we only need
Each message is sent with the MAC generated by the sendigr.nsjger the other case whe¥e is legitimate and to show

only when the sender is not the originator of the message. Tlﬂ%t]\fs is compromised. Since th¥,’s signature in NACK is
MAC is for the authentication of the message. Note that SinESrrect, it must beV, who has generated the NACK received
a MAC for a message is generated by the secret key shafﬁp& Also, according to Alg-2, the reason why, generated
only between the sender and the receiver. If both the nodes flle NACK must be either because, had found an incorrect
legitimate, the MAC cannot be generated by any other nOdR)T’AC/signature in the ACK/NACK from, (lines[8 and T4
By using the MACs (generated using the same Ssymmetfit njq 2 or becauseV, had received nothing fronv, until
key), instead of digital signatures (generated using asgtmen ;o timer expired (lin€19 in Alg]2). Obviously, none of ties
key), we make the protocol computationally light. The digjit o ~ases would have happened¥, is legitimate (recall
signatures may still be used before a pairwise shared keytﬁat no link failure is assumed). This means that must be
established between the source and each intermediate n%?npromised, and hencgV,, N,} forms a correct suspect
This pairwise shared key between the two nodes can 8& Thys, for the both possibilities in this CaseS3pbtains
established on demand by the source, which generates gnd, ract suspect set.
sends a key by encrypting it with its private key. Therefore, for all of the Cases 1, 2 and 3, it is true tHat
The time-out values, i.et, for S's timer (in Alg.[D) andt., il either correctly deliver the MSG t®, or obtain a correct
for V;’s timer (in Alg.[2), can be set by taking into account th%uspect set. Thus, the theorem follows. -
number of nodes in the path and the time_ that each node r!eedphis theorem means that given a path, any legitimate node
to successfully send a message following Alg. 2 (allowingan securely deliver a message to another legitimate node
multiple retransmissions for unreliable W|r_eless I|n.k§))r through Alg.[1 and Alg[R. These paths can be given by
example, suppose that the number of the intermediate NOges network administrator (since nodes are stationary), or
in the path isn — 1 andT" is a sufficient time for each nodecan pe found through any of the existing routing protocols
to successfully send a message following 'ﬂb-, 2. We can sglg  OSPF) when nodes were initially deployed. In fact, to
the time-outs ag, = (2n — )T andt; = (2(n —4) = 1)T. make the message delivery even more reliable, each source
LSDP attains the following security guarantee. can compute multiple disjoint paths to the destination. Our
Theorem1: Through LSDP, a legitimate node caacurely protocol ensures that for each path, a suspect set will be
delivera message to another legitimate node through a knoygentified if the message is not delivered correctly. Thiis, i
path. one path fails, the source can try another path that does not
Proof: After S sends an MSG tavV,, there will be three contain the detected suspect nodes.
possible casesS receives 1) nothing; 2) ACK; 3) NACK.
Case 1: Receive nothingln this case (Iing5 in AlgZ1), V. LOW-COMPLEXITY SECURE COLLECTION PROTOCOL
S will conclude thatV; is compromised. This conclusion is In this section, we address the second challenge stated in
correct since otherwise, i.e., iV is legitimate, N; should Section[Il[-B. Our solution approach is to have CSs collect
have sent either an ACK or a NACK t8 following Alg. 2.  detected suspect sets from nodes. A trivial solution woeld b
Case 2: Receives ACKIn this case, there are two possito let CSs probe nodes one by one by employing LSDP. Then,
bilities: i) the ACK contains an incorrect MAC/signaturé); i in the returned ACK, each node can report the suspect sets
both the MAC and the signature are correct. In the first catwat it has identified. However, such a trivial solution webul
(line [@ in Alg. ), if the MAC is incorrect, obviouslyN;  be costly because probing all nodes individually createsgel
must be compromised. Or, if tH®’s signature is incorrect, it number of messages in the network. This solution would not
must be true that th®'s confirmation or signature has beeronly make CSs and their neighbors overloaded, but also incur
modified by eitherV; or another intermediate node. Note thathigh overhead to the entire network, i.e., high expense on
in the latter case, ifV; is legitimate, N; should have sent a bandwidth, energy and computational resources. Ideally, w
NACK following Alg. Pl Hence, for the both cased; must would like to have a more efficient solution that can probe a
be compromised. In the second case (lihe 9 in Blg. 1), i.e.,ldrge number of nodes in one round. To this end, we develop
both the MAC and theéD’s signature in the ACK are correct,the Low-complexity Secure Collection Protoctdrmed LSCP.
clearly, the MSG must have been correctly deliveredo The basic idea of LSCP is to divide a path of the nodes to




Section 1 Section N Algorithm 3 Procedure for the sourcg
{ 1: Sends a CT to Sl
@ @ © OO @ R @ O O @ 2: Sets a timer that will go off after time,, and waits for

an ACK/NACK from Sk

Fig. 4. LSCP divides a path into multiple sections, and eagtian has a 3 if receives an ACK/NACK withirt, then

section inspector (Sl) that takes a responsibility to gathe detected suspect

nodes in its section and include them into the CT. 4 Verifies the fOHOWingS:
i) MAC for the ACK/NACK (generated by S)

'TT:_—__:_:_—_-::::_'_ """ = Protected by 4, i) D’s signature (in the ACK) or the accuser’s signature

| t t .

|:| cT | ss, |Ias, | ss. |las,| o o o |ss, :AS,. (in the NACK)

W= —t— iif) Aggregated signatures in the CT, which are verified

Eii bk skt S in the reverse order of the path

for section 1 for section 2 for section n if it is an ACK then
if MAC and all signatures in the ACK are correct
Fig. 5. The format of CT sent at the end of sectioin LSCP. It has a clear then
distinction from the expensive secure acknowledgemerfigi2): it contains . .
7 Terminates and concludes that the CT is correct

only oneaggregated signature for the detected suspect setsdfasmsection
i.e., all nodes in the sectior'S; and AS; denote the detected suspect sets 8:
collected in sectiori and the aggregated signature for sectidghat is signed
on top of S;_; aggregately by the all nodes in the section, respectively.

else if MAC or D’s signature is incorredhen
Terminates and concludes that 8 compromised
else

11: /I i.e., if finds an incorrect aggregated signature

be probed into multiple sections and appoint a node in each
section as aection inspectofSl) (see Figl¥). Each Sl gathers
detected suspect sets from nodes in its section and includes
them into acollection token(CT) sent by a CS.

However, such a simple use of the Slis alone would ngb.
achieve the goal of the end-to-end secure collection, stise ;5.

Let the sectionn be the first section where an
incorrect signature is found
Terminates and concludes that,${ is compro-
mised
end if
else

may be compromised. Note that a compromised SI may ng{;
include certain detected suspect sets into the CT. Hence, qy.

Il'i.e., if itis a NACK
if finds an incorrect MAC/signature in the NACK

main challenge in designing LSCP is how to develojpa- then
complexityprotocol to ensure the end-to-end secure collectioyy. Terminates and concludes that % compromised
along a path opotentially compromiseéls, which can also 4. else

collude The key idea to achieve this goal is to use a singlg;.
“aggregated signature” for a verifiable proof by which the

CS can confirm that every node in each section received
and verified the CT. Here, the node verifies the CT to check

Let X, and X, be the suspect node and the
accuser, respectively, reported in the NACK
Terminates and concludes thaf, and X, are

suspect
whether the Sl in its section has indeed included into the Cf,. end ifp
all of its detected suspect sets that the S| had gathered. ,,.  apnd if

The aggregated signature is constructed as follows. Seppgs. g|se
that there are nodes;, - - , Ny in a section. Let;” andki™ 5. Terminates and concludes that, % compromised
be the N;'s private key and public key, respectively. Denotey. and if
the encryption and the decryption of a messagavith a key
k by E(M,k) and D(M, k), respectively. Also, denote the
aggregated signature df; on Sy, by SGN, whereS,, is an
SI's signature signed on a messatile We create SGNas the path, and delivers them to the destination, i.e,. andi&e
the following: SGN = E(SGNj,l,k;”‘) for j € {1,...,i}, Depending on whether the source needs to collect the ddtecte
where SGN = Sy;. Then, the Sl in the next section carsuspect sets or not, which is an option for the network operat
verify the correctness of SGNby the following steps: the using LSCP, the CT may or may not be piggybacked on the
Sl first decrypts it sequentially with the nodes’ public keysACK to return to the source. If the CT returns to the source
i.e., SGN_; = D(SGN,, k") for i € {I,...,1}. At the end (CS), for which Algs[B[} anfll5 are presented, the source
of this process, the Sl verifies the correctness of $GN., verifies the signatures in the CT and identifies a suspect set i
whether SGN is indeed the SI's signature signed o Note needed. If it does not, the destination (CS) instead pedorm
that the Sl needs only/ and asingleaggregated signature tothese verification and identification procedures. The path i
verify that all nodes in its section have signed bh divided into multiple sections such that the numbers of sode

The procedure of LSCP is described in Ald.[3, 4 &nd % the sections are as equal as possible. An Sl is also a node,
Here, the source, i.e., a CS, sends a CT through a pathbat has the following extra duties: (a) to gather the detecte
the nodes that the source wants to probe for detected suspespect sets from the nodes in its section; (b) to includethe
sets. A CT collects the detected suspect sets from the nodesnto the CT; and (c) to sign on the entire CT using its sigratur




Algorithm 4 Procedure for nodév; Algorithm 5 Procedure for section inspector, Sl

1: /I Assume thatV; is in sectiomn (where S}, is in charge) 1: // SN and SS denote a suspect node and a suspect set
2: /I SN and SS denote a suspect node and a suspect set2: // If SI,, = Sl;, thenN; and N;’s aggregated signature in

3: Waits for a CT from its previous node (= N;_; or Sl,,) the procedure below are replaced $yandS’s signature
4: if receives a CThen 3: Wait for a CT from the previous nodd’;
5. Verifies the followings in the CT: 4: if receives a CTthen
i) P's aggregated signature 5. \erifies the N,;’s aggregated signature in the CT
ii) Whether the SSs sent to Shre all included 6. if the Ni's aggregated signature is incorreben
6: if the P's aggregated signature is incorreen 7 Generates a NACK with SN= N, then sends the
7: Generates a NACK with SN= P, then sends the NACK to N; // terminates
NACK to P // terminates & else o
8. else ifsome of the SSs sent to,Sare missingthen 9 if Sl is not the destinatiothen
9: Generates a NACK with SN= SI,,, then sends the 19 Attaches to the CT the followings:
NACK to P // terminates i) N;'s aggregated signature
100 else i) the SSs sent from the nodes in its section and
1L Generates an aggregated signature by signing on the the SSs detected by itself
P’s aggregated signature with its private key 11 Signs on the entire CT, including the signatures
12: Replaces thé’s aggregated signature in the CT with and SSs accumulated so far, with its private key
the new one 12: Sends the signed CT to the next node, then follows
13: Sends the CT to the next node, then performs the the procedure in linds 100 in Algl. 2 // terminates
procedure in lineE 10=P0 in Alf] 2 // terminates  13: else
14:  end if 14: Attaches theV;’s aggregated signature and the SSs
15: end if detected by itself to the CT, and signs on the entire
CT with its private key
15: Generates an ACK of the signed CT, then sends

I . . . the ACK to NV; // terminates
The CT initially contains only a signed request message (lik _. end if
an MSG). Thereatfter, at each Sl, the CT gains two additional’ end if
attachments: the suspect sets detected in the section and th end if
aggregated signature for the section (see Eig. 5). Here, t}}é
suspect sets are, in fact, the NACKs generated by the as;user
and each suspect set consists of the suspect node and the

accuser included in a NACK. Thus, a false accuser is ald#e source (CS), or the CS will find a suspect set. In this way,
contained in the suspect set. we can ensure that either each node can correctly deliver its

The local collection of detected suspect sets at each S @ffjected suspect sets to its SI, or a CS can find a suspect set.
be done by the Sl in the following manner: upon receiving a NOte that the key idea of using the aggregated signatures
CT, it individually probes the nodes in its section using ISD IS émbedded in Algll4 (in lin€l5). The first verification is
Or, to facilitate the collection process, each node in aisect 10 check whether $lhas included all of the detected suspect
uses LSDP to securely deliver the suspect sets wheneve$§tS reported byv; into the CT. Second, the verification of the
detects. However, both of these potential procedures havegdregated signature is to prevent a possible wormholekatta
issue: in the former, a compromised SI may not probe certdftinched by two (or more) colluding compromised Sis. To
nodes in its section; in the latter, a compromised node m&{pborate this, suppose that,Sind S},., are compromised
prevent a legitimate node from delivering the detected emspa”d collud_elwnh each ot.her to launch the following attack:
sets to the SI. Note that, in the latter case, the legitimatien UPON receiving a CT, §lincludes none of the suspect sets
would find a suspect set (due to the guarantee of LSDP), lgﬁtected in its section into the CT, and then S(_ands_ the CT
still this suspect set is known to only that node, not to a cgirectly o Sk, over an out-of-band channel (in wireless
To resolve this issue, nodes perform the following addalon"€Works) to bypass all the nodes in the section. However,
procedure: if a node either receives a CT without being mob8UCh @ wormhole attack can be detected by the source (CS)
by its Sl (in the former case), or finds an unsuccessful dglivenat verifies the aggregated signatures in the CT. Spedfical
of the detected suspect sets to its SI (in the latter cas@)‘? source verifies the aggregated signatures in the CT in the
then upon receiving a CT, the node drops it and sends'&/€rse order of the path. On verification, the source would
NACK containing the detected suspect node toward the spuriBd an incorrect aggregated signature in the sectipsince
i.e., a CS. (Here, the detected suspect node would be glknodes in this section are bypassed and thus none of their
compromised S| or the newly found suspect node.) Thepgnatures are aggregateq.Thereafter., following Aligh&,aS
due to the guarantee of LSCP (TheorEm 2, which we wiyould conclude that Sl is comprom|sed.-
show later), either the NACK will be correctly delivered to The LSCP achieves the following security guarantee.




Theorem2: Through LSCP, a legitimate node can securelyeing transmitted throughout the protocol execution orvargi
collect (and deliver) messages from the intermediate nodespath. We use this metric since it is the major factor in the

a known path (to another legitimate node). increase of the payload size in the protocols. Thus, theienetr
Proof: After S sends a CT, there will be three possiblalso determines how much extra network resources, i.e., the
cases;S receives 1) nothing; 2) ACK; 3) NACK. bandwidth, energy and computational resources, are ergend

Case 1: Receive nothingln this case (lin€ 22 in Ald.13), due to the use of the protocol.

S will obtain a correct suspect set, as shown in the Case 1 inOverhead of LSDP. In LSDP, all types of the messages
the proof of Theorerall. exchanged between nodes contain only one signature. There-
Case 2: Receives ACKIn this case (lin€ls in Ald.13), there fore, any packet, which may or may not include a MAC,
are three possibilities: i) the 86 MAC and all the signatures will contain at most two cryptographic check values. Thus,

in the ACK are correct; i) the S$ls MAC or theD’s signature the total number of cryptographic check values transmitted

in the ACK is incorrect; iii) an aggregated signature in tie CO(l), where! is the number of nodes in the given path. Note
is incorrect. In the first case (lifg 7 in Algl 3), clearfy,will  that this is the minimum level of cryptographic check values
obtain a correct CT. In the second case ([ihe 9 in Alg. 3), Stransmitted for any protocol: for the security objectivedan
must be compromised, since otherwise, i.e., ifiSllegitimate, consideration, any packet at each node has to include 4t leas
SlI; should have sent a NACK t& according to Alg[%. In two cryptographic check values—one for the authentication
the third case (lin€_11 in Ald.13), if we assume that, S| the source’s message and the other for the authentication of
is legitimate, then upon receiving the CT,,$l would have the immediate sender of the packet.

found an incorrect signature in the CT and then have gerterate Overhead of LSCP. For ease of exposition, suppose that
a NACK. However, S|, has sent the ACK violating the the given path consists éf= h? intermediate nodes (except
protocol. Therefore, $l.; must be compromised. Thus, forfor the source and the destination). We divide the path into
all of the three possibilities in this Case& will either obtain & sections, each of which h@snodes including an SI. As a

a correct CT or a correct suspect set. CT travels across each section, the number of cryptographic

Case 3: Receives NACKIn this case (lin¢_14 in Ald.13), check values included in the CT increases only by one, due
there are two possibilities: i) the NACK contains an incotreto the aggregated signature for the section. Therefore, the
signature; i) both MAC and signature in the NACK aresize of CT (thus ACK) grows linearly withh. Thus, any
correct. In the first case (liie16 in Algl 3), if Sis legitimate, packet contains at mosb(h) cryptographic check values.
S, should have sent a NACK containing all correct signaturel$,is easy to verify that, at each section, a total @fh?)
according to Alg.[#. However, this did not happen, andryptographic check values are transmitted to performdball
therefore S| must be compromised. We now consider theollection of detected suspect sets through LSDP. Since the
second case (lifel8 in Algl 3). We show tha;, X, } forms path consists ofi sections, the number of the cryptographic
a correct suspect set. If the accuséy is compromised, then check values transmitted to perform this location coltatti
by definition,{ X, X, } forms a correct suspect set. Hence, weor all sections isO(h?), i.e., O(IV1). Thus, the total number
only need to consider the other case, whafgis legitimate, of the cryptographic check values transmittedJi§+/1).
and to show thafX, is compromised. Since all the signatures We now compare the overhead of LSDP and LSCP with
in NACK are correct, it must beX, that has generated thethat of the straightforward approach. In the straightfadva
NACK received byS. Also, sinceX, is legitimate, X, would approach applied to the secure delivery and the secure col-
have generated the NACK due to one of the following eveniisction, the numbers of signatures to be attached in a packet
being occurred: lings 7] 9 abd]13—lided 14 19 in Alg. 2-would grow linearly with the number of nodes in the path,
in Alg. 4, and lined 7 and12—linés 114 ahd 19 in Alg. 2—in.e., I, for both protocols. Hence, the total numbers of the
Alg. B It is easy to verify that none of these events wouldryptographic check values transmitted are b6tfi?). On
have happened X is legitimate (recall that no link failure the other hand, as shown above, the overhead of LSDP and
is assumed). This means th&t must be compromised, andLSCP areO(l) and O(I\/1), respectively. Thus, LSDP and
consequently{ X, X, } forms a correct suspect set. Thus, fot SCP reduce the overhead by an order of magnitude and
the both possibilities in this Case 8, will obtain a correct half an order of magnitude, respectively, compared to the
suspect set. straightforward approach.

Therefore, for all the three caseS, will either obtain a
correct CT or a correct suspect set. Thus, the theorem fsllow
] In this section, we evaluate our protocols using simulation

We compare the communication overhead and the compu-
tational overhead of our protocols to those of a straightfor

In this section, we first evaluate the overhead of LSDP amdhrd extension of the existing schemés [3], [4] (described
LSCP, and then compare with the overhead of the straigi-SectionIII-B). These two types of overhead are measured
forward approach (described in Section TlI-B). We measul®y the total number of cryptographic check values (CCVs)
the overhead of the protocols in terms of the total numbansmitted over a given path and the average number of CCVs
of cryptographic check values (i.e., signatures and MACspmputed per node, respectively. We simulate the protocols

VII. NUMERICAL RESULTS

VI. OVERHEAD ANALYSIS
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Fig. 6. Communication overhead. Fig. 7. Computational overhead (for normal scenario).

on one path of various lengths to see how the overhead grdawer the computational load at the source by making the
with the path length. For LSCP, we determine the number lfad distributed over the nodes on the path. This is desrabl
sections on a path by rounding the square root of the numbesespecially for the networks that have a small number of
hops (to make the numbers of nodes in the sections as eq08k (due to the high cost for their strong protection against
as possible). We consider two scenarios: normal and attgmswerful adversaries). In LSCP, the high computation load a
scenarios. In the normal scenario, there is no malicioug natie CSs will be distributed over all nodes in the network.
and thus the ACK will be correctly delivered to the source.
In the attack scenario, one of the intermediate nodes on the
path is compromised, and its position is randomly choseh wit There have been a large volume of works on defending
equal probability to every node. The compromised node dropstworks against malicious activities, especially in ad ho
either a message/CT toward the destination, or an ACK towasiteless networks. Nevertheless, most of the existing work
the source. It randomly performs either of the two maliciousave paid little attention to the isolation attack, and lenc
behaviors with equal probability. For this attack scenane have little or limited effectiveness against the isolatadtack.
show the average overhead taken over 1000 times of #@ienventional secure routing protocols (eld. [5]-[7]) pdev
simulation. little help under the isolation attack. Most of the secunetirgy
Figure[® shows the communication overhead of the prprotocols are based on the assumption that there exists a
tocols for the two scenarios. In both figures, we obsersecure route between the source and the destination, i.e.,
that our protocols—LSDP and LSCP—reduce the overheadroute that consists entirely of legitimate nodes. However
significantly. Further, this overhead reduction becomegela no such path would exist under the isolation attack. Path-
as the path length increases, as expected from the overhegaality monitoring techniques (e.gl./[8]-[11]) can raise a
analysis in Sectiof VI. Note the large overhead gap betwealarm when misbehaviors by intermediate nodes on the path
the straightforward extensions for the secure delivery amgle detected. However, they only detect misbehaviors on the
for the secure collection. This is because the straightiodw path, without identifying the malicious nodes. Overhegtin
extension for the secure collection has to attach one onidrased approaches (e.d., [12]4[17]), where nodes watch for
manner signature to CT at each intermediate node, and alseir neighbors by overhearing the neighbors’ commurocati
the returned ACK has to accompany with the CT including afexploiting the omni-propagation nature of wireless slgha
the signatures attached. are effective against the basic black-hole attack or a weak f
Figure[T shows the computational overhead of the protocaisisolation attacks. That is, they are effective only whia t
for normal scenario. Fid.]7(a) shows the average numberwidth of the malicious strip which is the strip of the region
CCVs computed per node. We observe that LSCP has increfilled with compromised nodes (see Fig. 1 in Secfidn I1), is
ing computational overhead (where the abrupt decreases thia. However, the overhearing-based approaches areseff
due to the number of sections being changed), while the ®théve to the stronger form of isolation attacks launched by-mu
have constant computational overhead. This is because L@ consecutive and colluding malicious nodes. Spedifica
requires each node to decrypt the aggregated signature inethis stronger form of isolation attacks, the first maligo
ceived from its previous node, and the computational owmthenode forwards a packet and then the subsequent malicious
for this decryption increases linearly with the number ofl@e® node drops it. But, the first malicious node intentionallgids
in the section. We can view this increasing computationéile., does not report) this fact, thereby prevents anytifegie
overhead of LSCP as the cost that LSCP pays for the reductimrde from identifying which node has dropped the packet.
of communication overhead. Figl 7(b) shows the number of Recent works[[2]+[4], including our own prior work, have
CCVs computed at the source. We observe that LSDP astddied detecting and identifying malicious activities tire
LSCP require the source to compute less number of CC\etwork. However, they have different focuses and apprsch
compared to those using the straightforward approach. Frdme works [[3], [4] have proposed faulty-link localization
this and the result in Fid.] 7(a), we can see that our protocaishemes against Byzantirig [3] or packet-dropping [4] adver
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saries. These schemes use a form of secure acknowledgemenix. Zhang, A. Jain, and A. Perrig, “Packet-dropping Adsany Identifi-

that requirenion-mannessignatures (see Figl 2) to identify 5]
a faulty link. As we discussed in Sectign I1I-B, one could

cation for Data Plane Security,” IACM CoNEXT 2008.
P. Papadimitratos and Z. Haas, “Secure Routing for Molid Hoc
Networks,” in SCS CNDS2002.

extend these schemes to develop a defense mechanism agam)sv.-C. Hu, D. Johnson, and A. Perrig, “SEAD: Secure Effiti®istance

the isolation attack. However, this would be very costly due
to the excessive use of the expensive onion-manner sigmaturm
(refer to Sectior III-B for the detailed discussion). Ferth
the works [3], [4] did not address our second chaIIenge[B]
i.e., the cost-effective mechanism for CSs to collect detéc
suspect sets from nodes. Our prior waork [2] has proposed an
adversary identification protocol against Byzantine asagal  [©]
nodes. It provides a security guarantee that those attdu'pled[lo
our protocols are similar to. However, the wofk [2] focuses
on a different problem: timely and secure delivery of evemt!l
reports to a base station in wireless sensor networks. On the
other hand, our work targets more general applicationnggtti [12]
i.e., any-to-any communication, and focuses on reducieg ttlg]
overhead for large networks. Also, our solution approach is
very different from that of[[R]. Our protocols amn demangd

i.e., are used only when nodes need to send a packetl}§t

Vector Routing for Mobile Wireless Ad Hoc Networks,” itEEE
WMCSA 2002.

Y.-C. Hu, A. Perrig, and D. B. Johnson, “Ariadne: A Sec@r-Demand
Routing Protocol for Ad Hoc NetworksWireless Networksvol. 11, no.
1-2, pp. 21-38, January 2005.

N. G. Duffield and M. Grossglauser, “Trajectory Samplifay Direct
Traffic Observation,”IEEE/ACM Transactions on Networking (TQN)
vol. 9, no. 3, pp. 280-292, June 2001.

J. Sommers, P. Barford, N. Duffield, and A. Ron, “ImprayiAccuracy
in End-to-End Packet Loss Measurement,”A@M SIGCOMM 2005.

] J. Sommers and N. Duffield, “Accurate and Efficient SLAnGgiance

Monitoring,” in ACM SIGCOMM 2007.

S. Goldberg, D. Xiao, E. Tromer, B. Barak, and J. Rexfoliath-
Quality Monitoring in the Presence of Adversaries,”ACM SIGMET-
RICS 2008.

S. Marti, T. Giuli, K. Lai, and M. Baker, “Mitigating Rding Misbe-
havior in Mobile Ad Hoc Networks,” irACM MobiCom 2000.

I. Khalil, S. Bagchi, and N. Shroff, “LITEWORP: A Lighteight Coun-
termeasure for the Wormhole Attack in Multihop Wireless Warks,”
in IEEE/IFIP DSN 2005.

D.-H. Shin and S. Bagchi, “Optimal Monitoring in Mul@hannel Multi-
Radio Wireless Mesh Networks,” iIACM MobiHog 2009.

collect messages from nodes, whereas the wdrk [2] presenf§5§l D.-H. Shin, S. Bagchi, and C.-C. Wang, “Distributed @el Channel

proactive protocol that periodically sends a packet toewoll

event reports from nodes in a timely and secure manner. 6]

IX. CONCLUSION

In this paper, we study defense mechanisms against {hg
network isolation attack to cyber-physical systems (CRS),
which compromised nodes would isolate a region from the
rest of the network. The impact of this type of attack can be
devastating: without proper defense mechanisms, the saiyer
can isolate a large region by compromising a (relativelyalém
number of nodes that enclose the region. Assuming that the
compromised nodes wish not to be detected, we develop a
solution to defend against the isolation attack. Our sofuti
achieves the following provable security guarantee: eitne
legitimate node can successfully deliver a message to anoth
legitimate node, or the network control center can ideraify
pair of suspect nodes, which is guaranteed to contain at leas
one compromised node. A key contribution of our proposed
solution is to achieve this guarantee with the overheadithat
orders-of-magnitude smaller than existing baseline pa
Thus, our solution is scalable for large networks.

For future work, we plan to study the deployment issues,
including how to place the collecting stations and form the
collecting paths in the network, and the cost-performance
trade-offs of the proposed defense mechanisms.
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